HUMAN OPERATOR OR EXTERNAL 
DEVICE TRIGGERS THE CAMERA 
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CAMERA CAPTURES A FRAME AND 
1 PUTS rriNTOTEIE IMAGE BUFFER 
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FRAME NUMBER BUFFER IS 
INCREMENTED BY ONE 
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GMT RECEIVER CAPTURES TIME AND 
PUTS rr INTO THE TIME BUFFER 
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GPS RECEIVER CAPTURES THE LOCATION AND 
PUTS rr INTO THE LOCATION BUFFER 
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CFLT (CAMERA, FRAME, LOCATION, TIME) ENCODER 
CREATES ENCODING LAYERS FOR: 
CAMERA ID, FRAME NUMBER, TIME, LOCATION 
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coMPOsrrE encoder combines 

ALL encoding LAYERS, PRODUCES ENCODING 






IMAGE ENCODER COMBINES 
IMAGE AND ENCODING, PRODUCES ENCODED IMAGE 







ENCRYPTER ENCRYPTS THE ENCODED IMAGE, 
PRODUCES THE ENCRYPTED ENCODED IMAGE 
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LOCATION PROCESSOR COMPARES GPS LOCATION TO 
LOOK-UP TABLE TO CONVERT SELECTED LOCAHONS 
TO REFERENCE NAMES, LEAVE OTHER LOCATIONS 
IN GPS FORMAT 
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ANNOTATOR OVERLAYS REFERENCE NAME OR LOCATION 
AND TIME ONTO ENCRYPTm) ENCODED IMAGE 






RESULTANT IMAGE IS TRANSMITTED OR STORED 



RESULTANT IMAGE IS OBTAINED 
FROM CAMERA DOWNLOAD OR TRANSMISSION 






ANNOTATION IS STRIPPED AND USED TO 
SORT ON AND LABEL THE IMAGE FILE 






RESULTANT MAGE MINUS ANNOTATION 
TSDECRYFIH) 







ENCODING FROM THE DECRYPTED IMAGE IS PRODUCED 
BY USING KNOWI^DGE OF THE ENCODING ALGORITHMS AND 
THE ENCODED INFORMATION (CFLT - CAMERA, FRAME, LOCATION, TIME) 

OR BY MATCHING AGAINST ALL POSSIBLE COMBINATIONS 
USING FLASHCORRELATION OR OTHER TECHNIQUE 







IF ENCODING DOES NOT MATCH THE ANNOTATED INFORMATION 
OR DOES NOT MATCH ANY POSSIBLE AUTHENTIC ENCODING 
THEN THE IMAGE IS RULED TO BE NON-ORIGINAL 






IF THE H^CODING DOES MATCH THE ANNOTATED INFORMATION 
OR DOES MATCH A POSSEBDB AUTHENTIC ENCODING 
THEN THE IMAGE IS RULED AN ORIGIN AL 
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THE ENCODING IS REMOVED TO YJEUD THE ORIGINAL IMAGE 
DEPENDING ON THE TYPE OF ENCODING USED, THE ORIGINAL MAY NOW 
HAVE VOIDS WHICH ARE mJLED USING STANDARD IMAGE PROCESSING TECHNIQUES 
SUCH AS NEAREST NEIGHBOR APPROXIMATION TO PRODUCE THDE 
RESTORED ORIGINAL IMAGE 
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DATE/TIME AND 
LOCATION ENCODING 
+/+ FlashCorrelated with the 
ENCODED IMAGE 



DATE/TIME AND 
LOCATION ENCODING 
+/- FlashCorrelated with the 
ENCODED IMAGE 




